
• Two approaches for monitoring 
hyperproperties: automaton- 
based and constraint-based


• Constraint-based approach 
ensures more fine grained  
storage handling


• SAT implementation especially suited for 
guarded invariants


• Source code + Benchmarks are available: 
https://www.react.uni-saarland.de/tools/
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• Constraint-based approaches (SMT/SAT) 
slower than game-based approaches

• Several orders of magnitude improvements 
using symbolic representations (QBF)

• Better scalability and smaller 
implementations [FFRT17]

• Synthesis: automatic construction of implementations that 
satisfy a formal specification

• Correct-by-design: relieve the designer from tedious and 
error-prone manual implementation and bug-fixing

• Secure-by-design: exclude unintended behaviors in design phase
• Against specific attack-models, like side-channels and fault-tolerance (hyperproperties)
• Optimal implementations with respect to size, complexity, etc.

Synthesis of Self-Stabilising and
Byzantine-Resilient Distributed Systems

Roderick Bloem1, Nicolas Braud-Santoni1, and Swen Jacobs2

1 Graz University of Technology, Austria
2 Saarland University, Germany

Abstract. Fault-tolerant distributed algorithms play an increasingly
important role in many applications, and their correct and e�cient im-
plementation is notoriously di�cult. We present an automatic approach
to synthesise provably correct fault-tolerant distributed algorithms from
formal specifications in linear-time temporal logic. The supported system
model covers synchronous reactive systems with finite local state, while
the failure model includes strong self-stabilisation as well as Byzantine
failures. The synthesis approach for a fixed-size network of processes is
complete for realisable specifications, and can optimise the solution for
small implementations and short stabilisation time. To solve the bounded
synthesis problem with Byzantine failures more e�ciently, we design an
incremental, CEGIS-like loop. Finally, we define two classes of problems
for which our synthesis algorithm obtains solutions that are not only
correct in fixed-size networks, but in networks of arbitrary size.

1 Introduction

Distributed algorithms are hard to implement. While multi-core processors, com-
municating embedded devices, and distributed web services have become ubiqui-
tous, it is very hard to correctly construct such systems because of the interplay
between separate components and the possibility of uncontrollable faults.

While verification methods try to prove correctness of a system that has been
implemented manually, the goal of synthesis methods is the automatic construc-
tion of systems that satisfy a given formal specification. The di↵erence between
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Fig. 1: Comparison of the verification
( ) and synthesis ( ) workflows

these approaches is shown in Figure 1, il-
lustrating how synthesis can relieve the
designer from tedious and error-prone
manual implementation and bug-fixing.
Despite these benefits, formal methods
that guarantee correctness a priori, like
synthesis, have hardly found their way
into distributed system design. This is in
contrast to a posteriori methods like ver-
ification, which are being studied very ac-
tively [35, 45,46].
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Fig. 5: Scatter plot comparing the size of the synthesized strategies of BoSy,
Acacia, and Party elli rally. Both axes have logarithmic scale.

based Party tool, we again see a strict improvement in terms of strategy size,
but not as significant as for Acacia.

We thus observe that the ability to universally quantify over the inputs and
extract the transition system from the functional descriptions leads to advan-
tages in terms of the size of the solution strategies.

6 Conclusion

We have revisited the bounded synthesis problem [14] and presented alternative
encodings into boolean formulas (SAT), quantified boolean formulas (QBF), and
dependency-quantified boolean formulas (DQBF). Our evaluation shows that the
QBF approach clearly dominates the SAT approach and the DQBF approach,
and also previous approaches to bounded synthesis – both in terms of the num-
ber of instances solved and in the size of the solutions. This demonstrates that,
while modern QBF-solvers e↵ectively exploit the input-symbolic representation,
current DQBF solvers cannot yet take similar advantage of the state-symbolic
representation. The benchmarks obtained from the encodings of bounded synthe-
sis problems should therefore be useful in improving current solvers, in particular
for DQBF.

How to measure implementation 
complexity?
• Number of states [FFRT17]
• Number of cycles [FK16]

• Faults-tolerance amounts to secure a system against 
adversaries that can interfere communication

• We distinguish permanent and transient faults

• Byzantine faults — adversary gains full control over 
communication link
• Automatically detect that no implementation exists [FT14]
• Automatically construct implementations [BBJ16]

• Self-stabilization — System recovers from transient fault
• Counter-Example-Guided Inductive Synthesis (CEGIS) 

algorithm [BBJ16] Byzantine generals problem
• Commandant orders attack or retreat
• Generals have to agree on decision
• Impossible if traitor present
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attack!
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Environment can force system into situation where the informedness of
the operational process is equal, but the reaction must be different!

How to automatically detect
if a specification is unrealizable?

∎ Existence of Counterexamples
∎ Computation of Counterexamples
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Output-Sensitive Algorithms for Reactive Synthesis✗ Complicated implementations

✗ Implementations not verifiable
✗ One-time, not adaptable
✗ May have unintended behavior

✓ Optimal implementation 
complexity

✓ Every implementation 
aspect is controllable

✓ Human inspectable
✓ Verifiable/Improved Trust
✓ Fault-tolerance
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Fig. 1. Three implementations of the TBURST4 component of the AMBA bus con-
troller. Standard synthesis with Acacia+ produces the state graph on the left with 14
states and 61 cycles. Bounded synthesis produces the graph in the middle with 7 states
and 19 cycles. The graph on the right, produced by our tool, has 7 states and 7 cycles,
which is the minimum.

the synthesized implementations (cf. [14]). Can we develop synthesis algorithms
that produce implementations that are small, structurally simple, and therefore
easy to understand?
A first step into this direction is Bounded Synthesis [9]. Here, we bound the
number of states of the implementation and can therefore, by incrementally
increasing the bound, ensure that the synthesized solution has minimal size.

In this paper, we go one step further by synthesizing implementations where,
additionally, the number of (simple) cycles in the state graph is limited by a given
bound. Reducing the number of cycles makes an implementation much easier to
understand. Compare the three implementations of the TBURST4 component of
the AMBA bus controller shown in Figure 1: standard synthesis with Acacia+
produces the state graph on the left with 14 states and 61 cycles. Bounded
Synthesis produces the middle one with 7 states and 19 cycles. The graph on the
right, produced by our tool, has 7 states and 7 cycles, which is the minimum.

An interesting aspect of the number of cycles as a parameter of the imple-
mentations is that the number of cycles that is potentially needed to satisfy an
LTL specification explodes in the size of the specification: we show that there is
a triple exponential lower and upper bound on the number of cycles that can be
enforced by an LTL specification. The impact of the size of the specification on
the number of cycles is thus even more dramatic than on the number of states,
where the blow-up is double exponential.

Our synthesis algorithm is inspired by Tiernan’s cycle counting algorithm
from 1970 [17]. Tiernan’s algorithm is based on exhaustive search. From some
arbitrary vertex v, the graph is unfolded into a tree such that no vertices repeat
on any branch. The number of vertices in the tree that are connected to v then
corresponds to the number of cycles through v in the graph. Subsequently, v is
removed from the graph, and the algorithm continues with one of the remaining
vertices until the graph becomes empty. We integrate Tiernan’s algorithm into
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enforced by an LTL specification. The impact of the size of the specification on
the number of cycles is thus even more dramatic than on the number of states,
where the blow-up is double exponential.

Our synthesis algorithm is inspired by Tiernan’s cycle counting algorithm
from 1970 [17]. Tiernan’s algorithm is based on exhaustive search. From some
arbitrary vertex v, the graph is unfolded into a tree such that no vertices repeat
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HyperLTL: A Temporal Logic for Hyperproperties

• HyperLTL handles relations between traces 
(hyperproperties) by explicit quantification


• Can express information-flow policies, symmetry, 
Hamming-distance and alike.


• For example, noninterference:

off

on

offoff

onon on on

on

offoff

onon on on

8⇡.8⇡0. (on⇡ $ on⇡0)

⇡0⇡

Automaton-based Monitoring Approach

• Previously seen executions have to be stored to 
determine the satisfaction of a hyperproperty


• Algorithmic workload increases with the number of 
incoming traces


• Our model: monitor observes incoming traces 
sequentially

Trace Analysis: 
• Prunes redundant execution traces 

that pose strictly less requirements on 
future traces than others


• Small overhead, because of 
an on the fly  
implementation

Specification Analysis: 
• Reduces the number of comparisons 

between incoming traces by analyzing 
the HyperLTL formula


• The HyperLTL SAT solver 
EAHyper is used to detect 
whether a formula is reflexive, 
symmetric or transitive

Constraint-based Monitoring Approach

• Guarded invariants (top)


• Noninterference (bottom) 
 

• Dependencies between input and output 
signals in hardware designs (table)  
 

lowIn lowOut

highIn highOut

• Automatic construction of a 
monitor template, 
from a specification given as a 
HyperLTL formula


• The template will be initialized 
with explicit traces for π and π’


• When a violation is found, a 
verdict in form of a tuple of 
system executions is provided

Despite the optimization efforts, 
at least quadratic in the number 
of incoming traces

A complete tool box for the efficient 
runtime verification of hyperproperties in 
reactive systems 

• Algorithm rewrites a HyperLTL formula 
and single event into a constraint 
composed of an LTL part and a 
HyperLTL part


• Incrementally build a constraint 
system by encoding the HyperLTL part 
as a variable 
 
 Solely store necessary information 
(instead of entire traces) to detect 
violations of a hyperproperty

Keeps the minimal set 
of traces needed to 
provide a counter 
example at the earliest 
possible point in time

Reduces the algorithmic 
workload needed to 
detect a violation

new 
events 

on t

fresh trace t

violation: 
report counter 

example

no violation: 
add t to {t1,t2} and 

proceed

rewrite

constraints

encoding
sat

HyperLTL formula

unsat

violation

new event

Thu, 17:30 
Sun I

Optimizations in Monitoring Hyperproperties

event {in, out}

![t, t]

t {t1, t2}
!

![t, t1] ![t1, t] ![t, t2]

t

{t1, t2}t

https://www.react.uni-saarland.de/tools/

